
 

 

 

BRING YOUR OWN DEVICE  

SCHEME 

 

 
 

Policy to manage the use of personal devices 

by pupils in school 

http://web.uri.edu/its-webex/files/mobiledevices.jpg


 

BYOD – BRING YOUR OWN DEVICE 

Introduction - Why Bring Your Own Device? 
The school recognizes the importance of technology and the educational benefits available to pupils through the use of 

technology. The use of portable electronic devices in the classroom can add educational value when such devices 

deliver content and extend, enhance or reinforce the student learning process. It is the intention of the Policy to 

facilitate and support the use of personal ICT devices in school in furtherance of individual student learning. 

 

BYOD activities will be allowed by pupils in classrooms (implemented at the discretion of classroom teachers) and 

during private study periods. All personal electronic devices must be used in a responsible and legal manner, and in 

accordance with stipulated terms and conditions of use.  Students using their own devices are subject to the school’s 

Acceptable Use Policy and guidelines, including but not limited to the student code of conduct. Failure to adhere to 

these guidelines may result in the revocation of the privilege to use personal electronic devices in school, and/or 

disciplinary action as appropriate.  

What is a Personally Owned Device? 
A personally owned device shall include, but not be limited to the following: i-Pad, eReaders, Android tablets or other 

tablet PC, laptop and netbook computers. All such devices allowed under the school’s BYOD scheme should be capable 

of connecting to a wireless network. At this current time, mobile  phones (Smart phone, Blackberry, iPhone, Android, or 

other phone with similar capabilities) or gaming consoles/devices are not deemed appropriate. If a student is unsure if 

the device is acceptable, they should ask their teacher or school administration staff before registering the device. 

Basic principles of the BYOD Policy: 

The school has the following conditions and expectations of students using their personally owned devices. Each of 

these expectations shall apply to students when they are on or around school campus: 

1. Only those students who have registered their personal electronic devices with the school will be able  to 

access the BYOD network, and only use those devices at the school for educational purposes. 

2. The BYOD provision will be available initially for students in Years  12 / 13. 

3. Students are responsible for their personal device, and bear the burden to check with administration or 

teaching staff before using their personal electronic device. The use of BYOD equipment in lessons will be at 

the total discretion of the classroom teacher. 

4. When students use their personal devices, they are only permitted to access the school’s BYOD network, and 

not private networks/wireless hotspots. Students are not allowed to use their own 3G or 4G service while at 

school. 

5. Students should only use their personally owned devices in classrooms, study areas, library and only having 

had prior permission from their teacher. 

6. Students will observe all school internet filters, and not attempt to by-pass restrictions. 



 

7. Students will not be allowed to connect their devices to the local area network via an ethernet 

cable. 

8. Students will not be allowed to call, text message, or electronically communicate with others from their 

device, including other students, parents, guardians, friends, and family, during the school day. 

9. Students will not use any device as a cyber-bullying tool. 

10. Students are prohibited from taking pictures or digital recordings of staff or students without their prior 

written permission. The distribution of such media may result in suspension, criminal charges, and expulsion. 

11. Students should use headphones when listening to audio files on their device. The volume should be kept at a 

level that does not disturb others. If in the classroom, students may only listen to audio files when given 

express permission by their teachers. 

12. Similar to other personally owned items, the school is not liable for loss, damage, misuse, or theft of personally 

owned devices brought to school 

13. Students should never share their username and passwords with other students or members of staff. 

14. Any personal electronic device that has obvious Health and Safety defects should not be brought into school.  

Educational Purposes: 

Students will use their personal electronic devices at school for educational purposes only. This may be a classroom 

activity, under the direction of the classroom teacher,  such as researching a topic, using a calculator for mathematical 

problems, creating maps, note taking, planner/calendar, document creation, or connecting to the internet to access 

Moodle, HWB+, webmail accounts, ONE drive, Office 365 or WebDAV folders. Other activities could be personalised 

study periods, group research, or completion of on-line assignments/courses. 

Implementation and access: 

Once the pupil has registered and been approved to use his/her device on the BYOD network, he/she will be issued 

with a BYOD permission card and also allocated to a BYOD User Group on the school network. (Only members of this 

BYOD Group will be able to connect to the school BYOD network.) Students will connect their personal devices to the 

BYOD wireless network (SSID will be uwchradd-personol). They will be presented with a log-on screen, requesting them 

to input their domain username and password, and accept general terms and conditions of connecting to the BYOD 

network. 



 

 

 

Having successfullly logged on, students wil be presented with a BYOD portal screen, with shortcuts to the following 

sites / programs / resources : 

 

Generally, access via the BYOD system will be restricted to the following : 

 Internet browsing (filtered by Smoothwall) 

 Moodle 

 HWB+ / ONE Drive / Office 365 

 Schools webmail account 

 Web-DAV (access to personal work folders on the school server) 

 Approved search engines 

 Anything else that the school determines appropriate for BYOD pupils 

Internet access via the BYOD wireless network will be managed, monitored and filtered by the school’s content filter, 

utilising the same categories and restrictions as those in place for students using school-owned devices. The BYOD 



 

wireless network will not have access to resources on the school network, such as local printing , file 

sharing , educational software installed on school-owned devices. 

The school’s BYOD system will be available between 8.00am and 4.30pm on each school day. 

When electronic devices are used to enhance learning in the classroom, students without a personal device will be 

provided access to an appropriate school-owned digital device, to ensure that they are not disadvantaged. 

Inappropriate use and communication: 

Students shall refrain from using their device for inappropriate communications or accessing social networking sites. 

These activities include, but are not limited to the following: bullying, threatening, obscene, profane, vulgar language 

and/or images that may cause damage to an individual or the school. Students cannot use their devices for personal 

attacks on other students or staff. Students are not allowed to harass or stalk other students or staff. If a student is 

instructed to stop sending electronic communications, they must do so immediately. Students should not share or 

display inappropriate material stored on the device’s hard drive, browse for other devices on the network or attempt to 

circumvent security settings and features. 

Security - web and physical: 
The BYOD network is a dedicated network designed to allow personal devices to access the internet wirelessly from 

school. This network is subject to content filtering and monitoring (as other networks in the school.) However at times, 

inappropriate material may by-pass the filters and can be viewed by the student. Students are to immediately report 

the occurrence to their teacher or administration staff. Students will be held accountable for any deliberate attempt to 

bypass the school’s content filters and security.  

 

There are no secure facilities provided at school to store personal ICT devices, and students should therefore keep their 

personal ICT device with them at all times. The school is not responsible for the loss or theft of a device, nor are they 

responsible for any damage done to the device while at school. Reports of loss, theft or damage should be made 

immediately to Mr I Edwards/School Office/Mr D Jones/Mr G Tudur, without acceptance of liability on the school’s 

behalf. 

The school strongly recommends that devices and carry cases are personalised to prevent loss. 

The school reserves the right to inspect a student’s personal device if there is reason to believe that the student has 

violated school policies, regulations, rules or has engaged in other misconduct while using their personal electronic 

device. Any search will be conducted in compliance with other school policies. Web access will be monitored by the 

schools’ content filter, and such data used as evidence to decide on the appropriate action. 

Consequences for Violations: 



 

Allowing students to bring their own device to school is a privilege and not a right. Students not 

following expectations for use of personal devices will face school disciplinary action, and may lose the privilege to 

utilize personal devices at the school for a period of time. Please review the list below for disciplinary action that will be 

imposed if a student violates the BYOD policy. 

 First Offence: Confiscation of device and phone call to parent 

 Second Offence: Confiscation of device, detention and phone call to parent 

 Third Offence: Confiscation of device, loss of BYOD privileges for a period of time and phone call to parent 

 Fourth Offence: 1-3 days suspension along with termination of BYOD privileges 

The school reserves the right to impose higher level sanctions at any time depending on the nature of the violation. 

 

Network connections / Technical problems: 

Students who cannot access the BYOD network, or may have technical problems with their device, should resolve such 

issues outside the classroom. These are not school owned devices and the school will not be allocating unlimited 

resources to troubleshoot connection/authentication issues. The school technician will be available to assist students to 

resolve any technical issues that may arise, but this should be done outside teaching sessions. 

Students are responsible for servicing their personal electronic devices. They should also ensure that their devices have 

adequate virus and malware protection, and have received the latest operating system updates from the 

manufacturers. Any devices detected to be generating abnormal network traffic, or suspected of having a virus or 

malware, will be immediately quarantined, and temporarily removed from the BYOD list of approved devices. 

The school will not service, repair or maintain any non-school owned technology brought to, and used at school by 

students. 

  



 

Charging: 

It is the student’s responsibility to ensure that their device is fully charged before they bring their device to school . The 

school has no obligation to provide charging facilities for BYOD devices, and although some teachers may be willing to 

allow students to charge their devices in their classroom when they are not being used, this will be entirely at the 

teacher’s discretion.  

Printing: 

Access to local resources on the school network (e.g. printing, scanning etc) will not be available through the BYOD 

wireless system. Pupils have the option to copy/upload any work / documents that require printing to their network 

drives, and access those documents from school–owned devices for printing. 

 

  



 

BYOD – STUDENT AGREEMENT  

Purpose of BYOD Scheme : 

Students’ lives today are filled with technology that gives mobile and immediate access to information and resources 

24/7/365. Outside school, students are free to pursue their interests in their own way and at their own pace, and 

technology plays a crucial and ever-increasing role in that. The opportunities for learning are limitless, borderless, and 

instantaneous. In an effort to empower students to take control of their own learning, the school will allow students to 

use personal technology devices during classroom lessons and other periods. Students wishing to participate must 

accept the responsibilities stated in the BYOD Policy, as well as the following guidelines. 

Device Types : 

For the purpose of this program, the word “device” means a privately owned wireless-capable portable electronic piece 

of equipment that includes laptops, netbooks and tablets or slates. At this current time, cell phones (Smart phone, 

Blackberry, iPhone, Android, or other phone with similar capabilities) are not deemed appropriate. 

Guidelines : 

1. Any student who wishes to use a personally owned electronic device within the bounds of the school campus 

must read the BYOD  Policy, and sign this agreement. Submissions will be approved/rejected and date 

stamped. If approved, the student will be issued with a BYOD permission card. 

2. The student takes full responsibility for his or her device and keep it with himself or herself at all times or 

locked away. Whilst the school provides lockable lockers, it is not responsible for the security of the device. 

3. The student is responsible for the proper care of their personal device, including any costs of repair, 

replacement or any modifications needed to use the device at school.  

4. The school reserves the right to inspect a student’s personal device if there is reason to believe that the 

student has violated school policies, BYOD  Policy, administrative procedures, school rules or has engaged in 

other misconduct while using their personal device. 

5. Violations of any school policies, administrative procedures or school rules involving a student’s personally 

owned device may result in the loss of use of the device in school and/or disciplinary action. 

6. The student complies with teachers’ request to shut down the computer or close the screen or put the device 

away. 

7. Personal devices shall be charged prior to bringing to school and shall be capable of running off its own battery 

while at school. 

8. The student may not use the devices to record, transmit or post photos or video of a person or persons on 

campus unless directed to do so and under supervision from a teacher/staff member. Nor can any images or 

video recorded at school be transmitted or posted at any time without the express permission of a 

teacher/staff member. 

9. The student should only use their device to access relevant files, programs and/or applications through the 

BYOD portal. 

10. The student will use the assigned BYOD wireless network. The use of 3G & 4G wireless connections is not 

allowed at school. 

11. The student should not attempt to circumvent the school’s security and content filtering systems whilst using 

the BYOD network. 



 

Frequently Asked Questions  
 
What personal ICT devices can a student use in school?  

A laptop computer or a tablet computer e.g. an iPad, Windows tablet or an Android tablet. Mobile phones 

are not permitted. No other device is permitted.  

How do I get permission to use a personal ICT device in school?  

Sign and return the BYOD agreement to Mr I Edwards. You will be issued with a BYOD permission card, 

allowing you to use a personal ICT device in school. This card must be shown on request by any teacher or 

study supervisor.  

Can I transfer work from school computers to my personal ICT device?  

Students may access files stored on the school network from their laptops over the BYOD network, 

eliminating the requirement to copy files onto USB disks etc.  This access will be available from home as well 

as from school. 

Can students connect their devices to the School Network?  

At present, students will only be able to access the school network using the school’s BYOD wireless 

network. For security issues , the BYOD network will be limited to web browsing and webmail only. However, 

this will allow access to Moodle, HWB+ and WebDAV folders.  

Can I connect my personal ICT device to the School wireless network?  

As stated above, it will be possible to allow students to connect to the school’s BYOD wireless system. This 

system will be filtered and monitored, and will allow you to access personal files via a web site portal 

(WebDAV). 

Can I access another wireless network or networking service while in school?  

Students are not permitted to connect to any wireless or networking service while in school, since the 

school cannot permit access to non-filtered services for safety reasons. This includes all wireless services e.g. 

3G/4G networks, wireless hotspots etc. Any student accessing such a network would be committing a gross 

breach of trust, and would no longer be able to use a personal ICT device in school. Additional sanctions for 

breaching school rules would also apply.  

Can I use my personal ICT device in class?  

Devices may only be used in class with the approval of the class teacher.  

What settings will my device need to connect? 

Once you have registered your device with the school, accessing the BYOD network is fairly simple. Search 

for wireless networks – and select the uwchradd-personnol SSID. You will then be asked for your normal 

network username and password. No further changes will be required to proxy settings etc. 


